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Today’s Agenda
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Digital Twins?

“Hacking” Printers

”Hacking” Machines



Digital Twins?
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Many Protocols
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Much Security
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First Target
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First Target
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Read



First Target
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Read
MQTTS:8883

Hey, give data NOW!!

And keep giving data 
if you know what’s 
good for you



First Target
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Read
MQTTS:8883



First Target
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Read



First Target
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PRINT
PRINT THIS NOW!

:990
:8883



First Target

PRINT
PRINT THIS NOW!

:990
:8883



First Target

PRINT
PRINT THIS NOW!

X

Print pweeze UwU



First Target

PRINT
PRINT THIS NOW!

X

Print pweeze UwU



Man In The Middle 

WireSharkBambu Studios

Yummy unencrypted network traffic



Hecked Successfully 
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Second Target
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Second Target
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Read
MTConnect

IPAddress:8082/current
http://10.141.44.35:8082/current



Second Target
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Read
MTConnect

IPAddress:8082/current
http://10.141.44.35:8082/current



Give up?
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Read
MTConnect

IPAddress:8082/current
http://10.141.44.35:8082/current



What else?
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MACHINE NOW!

Control Remotely from anywhere in the world



Hint



The MITM Heck



The MITM Heck

Recorded each button and function on the rjh



The MITM Heck



The MITM Heck



Secure Global Remote Access? -- ECP



Bonus – Modern CNC (Okuma)



Bonus – Robot Arm (UR20)



RJH - Limitations



What else can we do?



What else can we do?



What else can we do?



Hint



The Hack



Hardware Intercept MITM

Keypad ---------- Controller
                     | 
                     |
            Our Intercept



Hardware Intercept MITM
--Success



Hardware Intercept MITM
--Success



Next



Next
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ECP – Evil Chihuahua Protocol
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