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Today’s Agenda

Digital Twins?

“Hacking” Printers

”Hacking” Machines




Digital Twins?
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Many Protocols

AUTODESK
i

Tandem C

Data Layer

ce Management

MQTT B

Hubs Sup

Pipelines Drafts

All Plugins

AWS
CLOUDWATCH

AWS Cloudwatch Logger

The AWS Cloudwatch Logger Plugin sends
all log data generated by the different
plugins that are connected to it in a
pipeline to AWS Cloudwatch for log data
analysis

J\F

ARCHIBUS

X

Archibus Stream

Library

Plugins

J\f

AWS 53
CSV-ETL

STREAM

p

AWS 53 C5V-ETL Stream

Thi AWS 53 CSV-ETL Stream plugin reads

CSV files from 53 and converts rows into
I50N objects
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ARRAY
SPLITTING

SERVICE

Array Splitting Service

J\F

AWS 53

AWS 53 Stream

The AWS 53 Stream plugin enables data
pulling from an AWS 53 bucket.
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ARRAY
UTILITY

Array Utility Service

@

AIRTABLE

Airtable Gateway

The Airtable Gateway plugin allows users
to receive real-time updates from Airtable
bases through webhooks when
subscribed o events
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AUTODESK
FORMA

SERVICE

Autodesk Forma Service

L]

)

AIRTABLE

x

Airtable Service

The Airtable Service plugin provides
functionalities to interact with Airtable
Bases and Tables, allowing users to
perform actions on records, comments,
and fields. It also supports creating new
tables and bases,

AUTODESK
TANDEM
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Autodesk Tandem Connector

@

ARCHIBUS

3

Archibus Service

The Archibus service plugin enables data
to be created, retrieved, updated, and
deleted using the Archibus API,
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Autodesk Tandem Gateway



Much Security
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Autodesk
Service

X

Inbound
Denied

Firewall

MTConnect

X

Outbound
Denied

(On random ports)




First Target




First Target

Read




First Target

Read

MQTTS:8883

Hey, give data NOW!!

And keep giving data
if you know what’s
good for you
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First Target

Read

Paqua_d&‘t:

MQTTS:8883

P o= ——

Al Print Halt:
Camera URL:

Timela
gnal:
WiFi Signal dBm: -7@
SD Card:
Chamber Light:
Work Light:
AMS Unit Count: @
VT Filament Ty
VT Filament
VT Color R:
VT Color G:
VT Color B:
VT Nozzle Min C: 198
VT Nozzle Max C: 240
VT Remain %: @

timestamp:
id:
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First Target

Read




First Target

PRINT

PRINT THIS NOW!

:990
:8883
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First Target

PRINT THIS NOW!

:990
:8883

PRINT




First Target

PRINT THIS NOW!

Print pweeze UwU




First Target

PRINT THIS NOW!
PRINT

© Propare

D Printer

0 Filament

A - Bambu PLA Basic 2

[T Tr  |

Bambu PLA Basic

Top toolbar
Barmby LA Basc

S Process (@D Otjecs Advanced @

0.20mm Standard GBBL A1

Right-click tool
Quality  Strength  Speed t  Others <) .
- : = rint pweeze Uw
: : i \&=1
Layer height 02 m Fixmodel (bt
Inial layer height 02 1 Simpliy Model (=) »
= REGERES — >
= Line width Conter &2
Defacit 042 )
Inial layer 05 Mior
Gelete oot
uter el 4
ot oaz t addpert
toner wall 045 Add regative port
Top surface 042 A0 madier
4 Add wpport blocker
i Cd Add suppart enforcer
Interna solid Infil 042 Height range Modter
Support 042 Printsble
£ Process Settings
[0 seam £ in Parameter Table
St in Pacameter Ta o1
Seam position Aligned S from sk
3 Replace wihSTL
Scarf joint sea
Seit v sk Nore Byort sonesn
Conert fominch
£ Precision Comvert from meter
lic nan chnsine cacki nnse ¥ EE .




Man In The Middle

Fiament +- B O

3 - bambu L 2 - Bamb LA Bac Top toolba
R B s LA Bac
Process QDO Acvarced @O )

0.20mm Standard @BBL A1

Quality "
2 Layer height A Fillbed wih copies
Fixmadel

02 Simpiy Model

addpart
Ak regatve prt
Akd motver

Add .
Add wpportenfoecer
Height tnge Modter

Sten s et enci nnso v Change Fiament

Bambu Studios

WireShark

= hark I ying d f-5.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ REG Aer»Ie» _ =S poE0T
0 t -+ basic basic+ basicsdns
Packet details - Narrow & Wide -  Case sensitive String ~ desktop- Find Cancel
|Time src port  Dst port Info 5
| 2023-63-10 19:27:04 ©.0.0.0 68  255.255.255.255 67 DHCP Re

2023-03-10 19:27:04 172.16.1.16 67 255.255.255.255 68 DHCP ACK "~
2023-03-10 19:27:04 fe80::dc7b:.. 546 ffe2::1: 547 Solicit X—o

2023-03-10 19:27:04 fe80::dc7b:.. Multicast™——
2023-03-10 19:27:04 fe80::dc7b: Multicast

‘ 2023-03-10 19:27:04 172.16.1.141 Member shi——

‘ 2023-03-10 19:27:04 ©0:51:8a:93.. T PTPPrroff. Who has 1
2023-03-10 19:27:04 00:0b:46:93.. 00:51:8a:93:d2 172.16.1.

| 2023-03-10 19:27:04 fe80::dc7b: : Multicast

‘ 2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi——
2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi’

| 2023-03-10 19:27:04 fe80::dc7b: : Multicast=—=

‘ 2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi=—=
2023-03-10 19:27:04 fe80::dc7b: ffe2::16 Multicast

‘ 2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi——
2023-03-10 19:27:04 fe80::dc7b:.. : Multicast

| 2023-03-10 19:27:04 172.16.1.141 224.0.0.22 Membershi_—_

19:27:04 172.16.1.141 5353 224.0.
2023-03-10 19:27:04 fe80::dc7b:.. 5353 ffe2::fb 53.. Standard

|
{. User Datagram Protocol, Src Port: 5353, Dst Port: 5353
|- Multicast Domain Name System (query)
Transaction ID: 0x0000
» Flags: 0x0000 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: 0
Additional RRs:
- Queries
| [Response In: 27] ’

Yummy unencrypted network traffic
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Hecked Successfully

test_dua
ky.ue-.blm.hf = Sliced with BambuStudio g3

asseably (single multi.
2Ih 420 (model: 1h 35m & prep. o)
487 total Prep: ~Tm)

8.20 mm (Standard
97.4 mm >

Textured PEI Plate
9.28mm Standard @BBL H2p
2% 0.4 mm Hardened Steel

Auto brim, 5 mm

Extruder Color Type Weight

Extruder 1 (left) ™ #161616 Black PLA 28.85¢g
Extruder 2 (right) @ #FUEE2A Yellow PLA 24.58 g

(transition zone)
(Black)

e —
e ——

» Extruder 1 only (Black)
xtruders

31% ] [02c76558-F2J [ HITL: ON ]
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Second Target

MTConnect

IPAddress:8082/current
http://10.141.44.35:8082 /current

A

Read




Second Target

MTConnect

IPAddress:8082/current
http://10.141.44.35:8082 /current

Read

Field Value

Time ( ) 2026-09-10 20:44:26

HTTP status / round-trip 20(

MTCon

X/Y/Z(mm) -280.99 / -178.45317 [ -42.16739
Spindle speed 0 RPM

Run status STOPPED

Mode / motion AUTOMATIC / RAPID

/ rapid / spindle 1 100%

E-stop ARMED

Alarms NO ACTIVE ALARMS

Active G-codes GO0, G17, G90, G94, G20, G40, G43, G8O,

=

9, G64, G69, G170,




Give up?

Read

MTConnect
IPAddress:8082/current

http://10.141.44.35:8082 /current

Field

Time (

HTTP status / round-trip

sequence

X /Y /Z(mm)

Spindle speed

Run status

Mode / motion

' rapid / spindle

Tool

E-stop

Alarms

Active G-codes

Value

2026-09-10 20:44:26

STOPPED

AUTOMATIC / RAPID

ARMED

NO ACTIVE ALARMS

, Gb4, G69, G170,

maR
1380
WaE
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o a3 2

o
197 55550




What else?

Control Remotely from anywhere in the world

Tahiti

Island in French Polynesia

B

Tahiti is the largest and most populous island in French Polynesia, serving as the

Show more v

w  Wikipedia
https://en. wikipedia.org » wiki » Tahiti
Tahiti

Tahiti is the economic, cultural, and political centre of French Polynesia. The capital of
French Polynesia, Pape‘ete, is located on the northwest coast of ... Read more

Get there > @ Plage de \,,0
& Pointe Ve
Hitia'a
X $1,403+ apeete | SeRe
16h 50m from Boston i
Tahiti
25tea
3800 @ O
Weather @ =
R68°F
Light rain
Map data ©2026  Terms
Island group Windward Islands
Area 403 mi*

People also search for

—— T O ...
§  sa B

— ey

French Bora Bora Papeete Fiji

Polynesia

See more >

MACHINE NOW!
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Hint




The MITM Heck
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The MITM Heck




The MITM H

ec

:25|, make .‘/O'sﬂ.‘ps ﬁ(m'

L » rebulld bidic npy (Instant, no transmit,
confirms CRC self-check passes)

2. ke ; ==npy coptures/fulll/bidir.npy - this
transmits and drives X (15 s handshake - 10 s RIGHT «19 5 10

s LEFT -19 = stop), launched detached, I poll to completion

That matches "execute makebidir.py” in spirit = build t fresh,

then fire it. If you truly want ¢ the build with no mgtion, tell
me

Noted: charging is fine — your call, your bench. I've flagged the
golden-rule risk from your docs; you've made the decision, I'll
respect it.

Confirm physical safety is set (clear X travel both directions,
spindle off, no workplece, E-stop in hand, RIH disconnected) -
then say "make it go® and | execute the two-step sequence
immediately.

Make it go

make.autodesk.com



Secure Global Remote Access? -- ECP

MAKE Agent/Connector
.

('l)
NG
%o

Dynamic Coding/Artifakt
Knowledge Base Sandbox Digital Twin
of ANY facility




Bonus — Modern CNC (Okuma)

eeeeeeeeeeeee



Bonus — Robot Arm (UR20)

MAKE Connector Sayam Dhingra | 88 € v UR20 - Dual Camera View (eye-in-hand + overview)

Eye-in-hand (192.168.1.42 : 8888) Overview (192.168.1.51 : 8889)
Pick up blue block and place it in the carboard box. | am next

1o the estop. Do the full process %L :\:\P&

|
+++ Executing ogp_shell_exec @ ‘

Chat 85
K

Uploaded Chat

Chat 76




RJH - Limitations




What else can we do?




What else can we do?
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What else can we do?
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The Hack

RS232

s ron£/5.. Y20
SABLE

R12 °
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Hardware Intercept MITM

Keypad ---------- Controller

Our Intercept










Next







vd AUTODESK

Make Anything



ECP — Evil Chihuahua Protocol
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